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Definitions

1.1. Bank refers to IDBI BANK LIMITED, a company incorporated and registered under
Companies Act, 1956 (1 of 1956) and a banking company within the meaning of Section 5 (c) of
the Banking Regulation Act, 1949 (10 of 1949) and having its Registered Office at IDBI Tower,
WTC Complex, Cuffe Parade, Mumbai — 400 005. The term includes the successors and assigns
of IDBI Bank Ltd.

1.2. Internet Banking provides access through the internet to account information, account
transaction and various other products and services as the Bank may decide to provide from time
to time to the Bank's customers through the Internet. Such Internet Banking may be provided by

the Bank directly or through its associates or contracted service providers.

1.3. Internet Banking Account refers to the User's Savings and/ or Current Account and/ or
Fixed Deposit account and/or any other type of account so designated by the Bank to be
eligible account(s) for operations through the use of Internet Banking. One of these accounts
will be designated as the primary account. All other accounts (if any) of the User will be called
secondary account(s). The User should be either, the account holder and sole signatory or be

authorized to act alone when there is more than one signatory to the account.

1.4. User refers to a customer of the Bank or any person authorized to use the Internet Banking
facility provided by the Bank. In case of minor's account, the guardian of such minor shall be

permitted to use Internet Banking.

1.5. Personal information refers to the information about Customer and the User obtained by
the Bank in connection with Internet Banking service or for any other services provided from

time to time under Internet Banking.

1.6. Terms refer to terms and conditions for use of Internet Banking as specified in this

document and any other addition/deletion in Terms from time to time by the Bank.
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In this document, all references to the User being referred in masculine gender will also

include the feminine gender.
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2. Applicability of Terms

2.1. Terms form the contract between the User and the Bank. By applying for Internet Banking
and accessing the service the User acknowledges and accepts Terms. Any conditions relating to
the accounts of the customer other than Terms will continue to apply except that in the event of
any conflict between Terms hereof and the account conditions, these Terms will continue to
prevail. These Terms will be in addition to and not in derogation of the Terms and Conditions
relating to any Account(s) of the User/or to those relating to services/facilities offered by the
Bank and availed by the User. The User agrees that in the event the User avails of any
services/facilities offered by the Bank through its website, the User shall be bound by all Terms
stipulated by the Bank pertaining to such services/facilities and availed by the User through

Internet Banking.

2. T7dl B YA

2.1. X SUANHA! 3R §F P st SIa HT AT BT §. ex-c i & g 3deA
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A A 3] GTe pT.

3. Application for Internet Banking

3.1. The Bank may extend Internet Banking facility to its eligible customers at its sole
discretion. The User would need to be a current authorized/legal internet user and have access to
the internet and knowledge of how the internet works. The User may fill and submit the Internet
Banking application form at any of the Bank's branches. On receipt of the request for Internet
Banking, in the Bank's prescribed form, subject to the satisfaction of the eligibility criteria
notified by the Bank from time to time, access may be provided by the Bank at its own

discretion.
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3.2. The User shall not attempt or permit others to attempt accessing the account information
stored in the Bank's computers which does not relate to his/her or its account and / or for illegal
and improper purposes which, if done and proved so, will be liable for action under the

appropriate law and withdrawal Internet Banking facility enjoyed.

3.3. All instructions for operating the Internet banking facility shall only be given by the User in
the manner indicated/informed by the Bank. The User is responsible for the accuracy and
authenticity of the instructions so provided to the Bank and the same shall be considered to be

sufficient to operate the Internet Banking facility.

3.4 Use of these services is expressly subject to prior completion of Mobile Banking registration

by the user.
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4. Software/Hardware

4.1. The Bank may advise/inform from time to time to the User regarding the internet software
(such as browsers etc.) that are required for using the Internet Banking service. There shall be no
obligation on the Bank to provide compatible versions of its Internet Banking software platform
suitable to the system (computer hardware, software, operating system, browser etc.) of the User.
To use Internet Banking service of the Bank, the User shall upgrade his/her/its software,
hardware, operating system, browser etc. at his/her/its cost from time to time and make their

system compatible with Internet Banking.

4. HIRAWR /BTSAW

4.1. Sb JHY-GHY R ITANTHAl Bl e3¢ TR (G STISoR 31fe) & oy &
TG/ & Thdl 8, STl SeRC ikl Ydl ITANT HRA & oY SIS §. 9 IR g Dl
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S. Internet Banking Service

5.1. The Bank endeavours to provide to the User through Internet Banking services such as
enquiry about the balance in his/her/its Internet Banking account(s), details about transactions,
statement of account, request for issue of cheque-books, request for transfer of funds between
accounts of the same User, from User's account to another person's account, bill payment etc.
and such other facilities as the Bank may decide to provide from time to time. The Bank may
also make additions/ deletions to the services offered through Internet Banking at its sole
discretion. The availability/ non-availability of a particular service shall be advised through

email, sms, web page of the Bank, written communication or other mode of communication.
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5.2. All accounts opened with the Bank attached to the same Customer Identification Number
either singly or as a joint account holder will be accessible through the Internet Banking service.
5.3. The Bank endeavors to take reasonable care to, ensure the security of and prevent
unauthorized access to the Internet Banking service by using technology reasonably available to
the Bank.

5.4. The User shall not use or permit to use Internet Banking or any related service for any
illegal or improper purposes.

5. §exAe dfdh |ar
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5.5. Internet Banking Access

5.5.1. The User would be allotted/allowed to create an Internet Banking user-id(s) and one or
more password(s) by the Bank in the first instance. The User will be required to change the
password(s) assigned by the Bank on accessing Internet Banking for the first time. As a safety
measure the User shall change the password (s) as frequently thereafter as possible. As an
additional safety measure, the user may be forced to change password(s) whenever prompted

by the Internet Banking software of the Bank.
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5.5.2. In addition to user-id and password (s) the Bank may, at its discretion, advice the user to
adopt such other means of authentication including but not limited to digital certification and/ or

smart cards.

5.5.3. The User shall not attempt or permit others to attempt accessing the account information

stored in the computers of the Bank through any means other than the Internet Banking service.

5.5.4. In the absence of any specific request from the User to collect the Internet Banking
password (s), it shall be sent by courier/post at the risk and responsibility of the User to the
correspondence address last available in the Bank's record, and the Bank shall not be liable

or held responsible in any manner whatsoever if the password (s) falls in the hands of
unauthorized person/s

5.5.5. The User agrees and is aware that transactions through Internet Banking can be effected
by use of the password(s) only and shall not request or demand any evidence of proof for
transactions undertaken through the internet and that the audit trail of the login would be

conclusive proof to establish that the transactions are bonafide.

5.5. Sexc afhT ugy
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Y TS S B STHR/3MTde fhaT ST, STARTEHT Bl §ex-c s JaT &I uga

IR SUAN FHRd T § R 3T TTU UGS DI SGaT1 HTaRID BRI | GR& U & &9 &

SUANTHdT Bl a6 H JYMIHT IR-IR UNIdS dGa1 giT | SifdiRed JR&T U™ & U H,

d & Sex-Ic ST AIGCaIR GRT Tdhd fGU S TR STl B Uds daa- o fog a1eg
forar ST g ] |

5.5.2. SUANTHA-3Msal 3R Urgde & falkad, 9 3+ fAdHieR & IuaNTHdl Bl
3= YATUIRUT FIEH 30T Pt IalTg < Fobdl &, o fefSed vHmms $ik/ar ®e o1
A 81 Yobd & A S01 ab AT Tal gl |

Page 7 of 37




[ IDBI BANK Retail Internet Banking / exT sexAe dfdh

Terms and Conditions / f*rad ud =rd
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5.5.5. SUANTHd TgHd § 3R 3Ma7d & & gexic ofdhT & ey § oH-¢1 had INias
& JUTANT Y g fohT ST hd & 3R 98 Sex-c & HIegH ¥ fhd 7Y oF-¢ & forg Tt oft uvR
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5.6. Internet Banking Password

5.6.1. The user must:

1. keep the User-id and the password(s) totally confidential and not reveal the same to any
third party under any circumstances.

i1. choose a password (s) which shall be at least 8 characters long or any number of characters
as the Bank may stipulate time to time and may consist of a mix of alphabets, numbers
and/or special characters which must not relate to any readily accessible personal data

such as the User's name, address, telephone number, driving license, date of birth etc. or

an easily guessable combination of letters and numbers.

iii. Commit the User-id and password(s) to memory and not to record them in a physical or
electronic form.

1v. not let any unauthorized person have access to computer or leave the computer unattended
whilst accessing Internet Banking.

v. properly log-off Internet banking web page each time when the User completes the

Internet banking session.

5.6.2. If the User forgets the Internet Banking user-id or password(s), the User can request for
change of the password(s) by sending a written request to the Bank or through any such mode

as provided by the Bank. The selection of a new password (s) and/ or the replacement of
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Internet Banking user-id shall not be construed as the commencement of a new contract.

5.6.3. The User acknowledges, represents and warrants that the password(s)which provide access to
the Internet Banking Account and that the User is the only authorized person to use Internet
Banking user-id, password(s) and accepts sole responsibility for their use, confidentiality and
protection, as well as for all orders and information changes entered into Internet Banking Accounts
using such password (s).The User grants express authority to the Bank for carrying out transactions

and instructions authenticated by such password (s).

5.6.4. The user agrees and acknowledges that the Bank shall in no way be held responsible or
liable if the User incurs any loss as a result of information being disclosed by the Bank

regarding his/her its Internet Banking Account or carrying out instruction of the User pursuant to
the access of Internet Banking and the User shall fully indemnify and hold the Bank harmless in
respect of the same. The User agrees and acknowledges that any loss, damage, liability caused or
suffered to the User due to disclosure, whether inadvertently or voluntary, of the confidential
password (s) shall be borne by the User without transferring any liability or responsibility towards
the Bank. The User agrees to comply with such guidelines, instructions or terms as the Bank may

prescribe from time to time with respect to the password (s).

5.6. Se¥Ac dfhi TS :
5.6.1. YIRSl &l TIT:

1. IUENTHdI-3MEel 3R URES B quia: M 7@ 3R fedt off uRkfRufa & fah
3 Y& B Uhc T DY |
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5.7. Joint Accounts

5.7.1. The Internet Banking service will be available in case of Joint Accounts, only if the
mandate for operation is given as 'Either or Survivor' or ' Anyone or Survivor' Only. For these
types of Joint Accounts, one Internet Banking user-id will be issued to one of the account holder
(primary account holder) whose name stands first in the account. The Bank has the option to
issue additional user-id and password (s) for any type of accounts including Joint Accounts. The
other Joint Account holder(s) shall expressly agree with this arrangement and give his/he

consent on a request in a prescribe form for use of Internet Banking by the primary account
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holder. In case any of the Joint Account holder(s) gives a request to discontinue Internet Banking

service in respect of operations through the use of Internet Banking (or in writing) or by some
other mode of communication (recognize and authorized by the Bank), for any of the Internet
Banking Accounts held jointly by them, the Internet Banking service will be discontinued for all

the User/s of Internet banking.

5.7.2. All transactions arising from the use of Internet Banking service in the Joint Accounts
shall be binding on all joint account holders, jointly and severally. The Bank shall not be liable
for any loss/damage whatsoever that may be incurred or alleged to be incurred by the joint

holder in such an event.

5.7. HYE @Id

5.7.1. Sex-c Sfdh HaT Ggad Widi & Ad H dhad aHi Sudas g1t ofd TaTeH /g
IR S B Y IS Th IT ITROAl" 7 ' pig Ht T a1 IxRwiral gt fear man gy,
T UHR & gad @Mdl #, Fec i SUANThI-3ATset Wd H YYH F1ed Wrdl
YRP (UTUHS WAl YRP) BT SR Bt oMEill, b & o fpadt oft ypR & w@ral, oA

Igad T o =fie €, % forg sifafed Suaiedl-3mge) iR Uras iRt &R &1
fIered N, 3= Tgad WAl YR 34 ST Y WP T I JeHd 811 3R Wi @rar
YR GRIT Sec SfhTT ST & fog Feiid vo § srRiy WR 3o+t wgafd &7, afe
fopaft +ft Tgaa W1 YRE GRT Fexe Sfd1 a1 & §g B &1 SRy fHar S g,
T8 Sex-Ic ol & IUANT H Hfd e & e & @ fafad U H) siudl 9 g
AT 3R HfFHd fhdt 3 TaR J1emd ¥, @ 3% gRT ¥gad ¥U 4 oiid faat +ft
gexe dfdh T W1 & forg gexae dfd Tar Gt SuarTaarsit & fog g &R &t st

5.7.2. GYad Wl H §exAe ST a1 & ITANT § IAF T+ a-a1 it Tged W
YRD| TR HYddd: Td AfGdTTd U F degbR] gidl. T fobadt Hft e o afe dged @rar
YR® B! Dis gi-/&fd ft § a1 8 &1 arar far orar 8, O o et ot R @
STRGH 8T gh |

5.8. Minor Accounts

5.8.1. If Internet Banking service is extended to the Minor’s Account on the request of natural
guardian, the natural guardian of the minor undertakes not to reveal the user id and password
(s) to the minor in any circumstances, and the Bank shall not be liable for any loss and

consequences arise out of the sharing of user id and password (s) with the minor. In such an
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event, the transaction through Internet Banking will be deemed to have been undertaken/done

by the natural guardian.

5.8. 3AUEH @Id

5.8.1. e UIpiad UGS & SIRIY TR HTID & WA H e i1 Ja1 UaH
@I S ¢, Al AP b1 UIpiad IHGH T8 ao- ol & fob a8 Tt off ufvfufa &
ST dl-3TEat 3R UMds 3aUh Bl Uhe ol S, 3R dfe ITUNTHdl-3gal
3R UMdS 3aUh & 1Y 137 fpu o1 & o 39 I foddt +f g1 8k ufkomat &
fou o Iaverl gt ghm. Wl fRufq & Sexre dfds T & ey @ foan man d4-¢H
TIpfcren SHHHTA GRT foam TTam AT Se|

5.9. Funds transfer

5.9.1. The user shall not use or attempt to use Internet Banking for funds transfer - without
sufficient funds in the Internet Banking Account or without a pre-existing arrangement with

the Bank for the grant of an overdraft.

5.9.2. The Bank endeavours to effect such funds transfer transactions instruction received
through Internet Banking provided there are sufficient/clear funds available in the User's Internet
Banking Account. In any case, if based on the User instructions, funds are debited from
his/her/its Internet Banking Account by overdrawing the account without sufficient funds in the
relative Internet Banking -account or without a pre-existing arrangement with the Bank for the
grant of an overdraft, the account holder will be liable to regularize the account. The Bank shall
not be liable for any omission to make all or any of the payments or for late payments due to

circumstances beyond the reasonable control of the Bank.

5.9.3. The Bank shall not be held responsible for any loss that may be caused due to entering

wrong beneficiary details while transferring the funds by the User.
5.9.4. The Bank shall not be liable for any omission for making/transferring all or any payments

or for late payments due to circumstances beyond its reasonable control including non-

confirmation of beneficiary registration.
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5.9.5. In such event where transfer of funds facility falls under the network of electronic fund

transfer of another organization or entity, then the same shall be governed by the rules, terms

and conditions applicable to that organization or entity.

5.9. [AftRl &1 3idRur

5.9.1. Tl 3exAC i1 WA H T YARIRT SUA 8l § a1 9 o A1y gd Feffed
IR STUC B AR -TG! ©, Al STARTH ! SeC ST o HIeaH I el o1 3faRur gt
BTN 1R 7 Gl B BT TR BT |

5.9.2. d@® exc ST P ey J ure [ sfarur aH-3F & A @Y any HA
T TN TRl §, =M SUANTHA B GexC siehT |Id H Jae/ Ay 4RI ST 8.
foreht off Rufa &, afe SuahTaral & FCRT & SMUR TR SHD/IAD1/SqP §ex-C S
T Y gaftd YFRIRI & 34T & 1 5 o 1Y g Ui sfiavgrte awi & fomr @rd
DI ARSI b YR Sfae B oMt g, A W YRS T DI a0 A & forg
TR I, de fordt Hft YT &) vl § g a1 fopdt Wit # fadia & e Sarardt
TR g, afe Yar § 3 Ifrd s @ aeR $t R & SR grg |

gfe IUANTR AT & RSN & YR TR IUP Fec dihTT Wd T YRIRY Sfee &I St 8

3R W1 H gafe Oy A Iua 781 § S1Ual S o 1Y ARSI Pt Yd Wighd AR
T8 8, A T8 -S4 [T B NS B & A T S, TR UG H, @rar ure
DI WA B A H1 e g | o foeadt off T Jae &l A | g a1 fads
& forT SeRer Tt 81, St b & I e | weR ) uRfRUfIt & dRUT g Y|

5.9.3. IUANTHA gRT Y=RIR alRd Hd T Tad eI faarur a5t 61 & HRUT
g arelt fslt ot g1 & foTe o SRer =gt 8|

5.9.4. 9@ 30 Iy FEHAT ¥ F1ER FI uRFRUTTAT & HROT, 57 Truneif defiero
&1 gy T g ot =i g, feet ot o &t drAy/sialkd & # g% I a1 fadd &
foTe IeRerdt 78T g |

5.9.5. Jfc Y-RIRT RO &I Jia4T fHdT 3= 67 AT SHIS & JAGS D B8

IR ede & 3iaiid 31Tdll &, <1 a8 S U6 a1 3hTs &b AL TH!, Jdl 3R Taemt
SRT SHURITRYT It |

5.10. Bill Payments / Utility Payments / Prepaid Mobile Recharge

5.10.1. In case the User gives any standing instructions of for payment of bills/utility bills
etc., the User shall ensure to maintain sufficient funds in the Internet Banking Account on
the scheduled date to meet the said mandate. The Bank shall not be liable for non-payment
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due to insufficiency of funds in Interenet Banking Account beyond the reasonable control
of the Bank viz. technical problem of connectivity, network breakdown, non-availability of

communication links etc.

5.10.2. In the aforesaid circumstance, The Bank shall not be responsible for the non-
payment of the Users bills/utility bills on or within the time stipulated. In case of such non-
payment of

bills/utility bills, the User alone shall be bound to pay or discharge such bills/ utility bills
together with interest, penalty or any other charges. Further all disputes such as excess
billing, disconnection of service or facility, wrong credit or debit, shall be resolved by the
User only with the help of service provider/ authority raising such bills/utility bills and the
Bank shall not entertain any correspondence regarding the same and in no way be
responsible for the same.

5.10.3. The user accepts that he will be responsible for entering/keying wrong details of
his/her prepaid mobile number and amount for which the prepaid mobile recharge is
requested. In no circumstance, the Bank shall be held liable for any erroneous transactions,
arising out of or relating to the User entering wrong details of the prepaid mobile number,
operator, circle and/or amount for the prepaid mobile recharge request.

5.10.4. The Bank shall be responsible for only accepting payment from the User and
communicating the request to the service provider/aggregator. All subsequent activities will
be carried out by the service provider/aggregator with the help of the mobile operator. The
Bank shall not be responsible for any of the activities of the service provider/aggregator and
does not make any representation, warranty or undertaking in respect of such activities or
the service levels of the service provider/aggregator in relation to such requests.

5.10. foa YraE, SwEifiar Yrar, dis marsa farst

5.10.1. Jfe SUANTHAl foa/I9aifar faal 3fe & YiaH 8 ois Il fFdwr dar
g, 1 SWed! I8 G S b Feiid TRRE W Iad 3w &1 [/ B & oy
gee ofhT Wd # wafe ¢RI Iuas 8. Sexqe S @ & sroafa gaRif g
& PRU, R db & IFId 701 ¥ T1eR B R SR—Ppfaefad! ¥ wafdd
dPp-1p! THAT, Hede | TR16!, TaR e Bt Sruasr Sfid—ob SR YA = 8
W d& IARGR A g1

5.10.2. SUdad Ryl &, d& Iuaiedl & foa/Suafiar faal & Y= = 84
g1 fAuiRa I & HiaR YaE 9 89 & o StRer) 6! gRM. U YITaH = 8H &t
fRufa #, Iugeal wad T fad/Iuaifiidr foai &1 Yias a1 fAue™ &= & g are
BT, o =T, <3 a1 31 pis ot Yoo XM BT 39 HfaRed, 3ifdes fafef,
Ja1 a1 Ay &1 faed, Tad wfse a1 Sfde o wft o) &1 g™ Had

Page 14 of 37




[ IDBI BANK Retail Internet Banking / exT sexAe dfdh

Terms and Conditions / f*rad ud =rd

SUANTRd! gRT J&ferd Tar Uerar/arde=or, St 08 fSa/Iuaifir fad okt &vdr g, o1
TErIdT ¥ fhar S, d Iad favy # ot ot R &1 TR WieR T8l S iR
9 g1 fpdt 1t U H 39 fou SRR 819 |

5.10.3. SUINTHA! U8 WHR Hd/B! & fb STH1/3TH! MUs Hiarsd T=T 3R
forey 1M1 & for tive Aiarga Rearst &1 SRty fasar T |, S99 Aafed Tard faaror gof
HA/ATAD Holt Ga DI B Bt T OMHGRT IuFTHdl Bt grfl. foedt off fufa &,
oS Marzd T, $ifuReR, Tdhd 3iR/AT A & TTed [Jar0r gof fhy S & SR
I I ST Taifera fopeht ot Ffeyuf e & forg dor STRard 76t g

5.10.4. d% $Had TG § YITAH WHR B AR F&fd SRy &1 Ja
TIdT/TUNICR &1 Ufd S & forg S<ard g1 $9% ugTd &1 gt fafafear marsa
IR Bt T ¥ HaT YaIdl/TUNIeR RT &1 ST, JdT TeTdl/Tiiex &f fooddt ot
Tfafafy & e 9 STRer! T8 8 SR 7 g db T orRidl & Jdy H Ja
YeTar/TiTeR Pt Jar3fi & TR DI ABR bl UldHied, TR AT YT USH HIAT 8 |

6. Authority to the Bank

6.1. Banking transactions in the User's Internet Banking Account(s) are permitted through
Internet Banking only after authentication of the User-id and password(s)of the User. The

User (along with the joint account holder, if any) grants express authority to the Bank for
carrying out the banking transactions performed by him through Internet Banking. The
Bank shall have no obligation to verify the authenticity of any transaction received from the
User through Internet Banking or purporting to have been sent by the User via Internet
Banking other than by means of verification of the User-id and the password(s).

6.2. The display or printed output that is produced by the system of the User at the time of
operation of Internet Banking is not a valid record of the operation/transaction of the internet
banking and same shall not be construed as the Bank's record of the relative transactions. The
Bank's own records of transactions maintained through computer systems or otherwise shall

only be accepted as conclusive and binding for all purposes.

6.3. All transactions arising from the use of Internet Banking to operate on a Joint Account, shall

be binding on all the joint account holders, jointly and severally.
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6. P B UMUBIUI

6.1. ITANTHAl B Sex-C ST /IA/ATd! | SfehTT T, STANRTH! BI JoR-3MTae!
3R UNgs (Urdsl) & TR & UTd & Sex-c SfT & wemy ¥ feu o
b1 | STANTHT (3R TS Bl TYad WATURS g1 df g ) Texe ofd 1 & mreq ¥
377 GRT b T ST A & T 3 S 1 T WIRIehR1 UeT R/l ¢ |
S TR gexe S§fHT & ATEH ¥ U I ITANTHdT gRT 9o MU fpat +f d9eT &)
IOl AT B Bl Dig alidd Tal g1, Riar goR-3Mza! 3R Uds (Ras))
& AT & |

6.2. Zoxc ST & TaEH & THT IUARTEd! B T gRT WeRid a1 gfed
313eye, Sexc SfdhT & fasddt ot Sarem/aFc &1 9y Rebie ol HIHT SITE 3R A1 61
I GafRrd A & forg S o1 Repls AT SIw. s gRT e’ yunfer) & Hiey 3
g7 3 forddl TpR ¥ HIRd ofu- Tad & e Rebis gt gl yieH! & fog sifad,
0T Ud STEdRT A S |

6.3. Tgad WA BT FATA B g SeC afhT & IuAT § Id gt Ae it
QATYRS] R GG FU J 3R feiTd Y F FTeAHRI 81T |

7. Applicability to Future Accounts / Products and Services

7.1. The Bank and the User agree that if the User opens further accounts with the Bank or avails
any of the products/services of the Bank or any of its affiliates, and the Bank extends the Internet
Banking to such accounts or products or services and the User opts for use thereof, then the
present terms and conditions shall also applicable to such further use of the Internet Banking by

the User.

7. ST % Wi/ SR UE Agret X EewEdr

7.1. §% 3R IUTNTHdl 39 91d W A ¢ o Iie IYINTHdl §b H 3T Big
SHfRerd @ @reidl/alerd § 3ial S g1 31 o Teaittt 518 & fonlt Saare/Aar
HT AH ISTAT/IBIT 8, 3R S I Wrdl, IATE! a1 JaT37 R FezAe i gfaer uaH

T § 3R SUANTHA! BT faded FAdl/Ad &, A o™ (Hae Td 2d SYaNTehdr
GRT U Sexe dfdh T g 3 & IuaT wR ot arg gt

8. Accuracy of Information

8.1. The User is responsible for the correctness of information forwarded/furnished to the Bank

through Internet Banking or through any other means such as electronic mail or written
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communication. The Bank does not accept any liability for the consequences arising out of

erroneous information forwarded/furnished by the User. If the User suspects that there is an error
in the information forwarded/furnished by him/her to the Bank, he/she shall advise the Bank as

soon as possible. The Bank will endeavour to correct the error wherever possible.

8.2. If the User notices an error in the account information supplied to him through Internet
Banking or by the use of any of the internet banking services, he shall inform the Bank as soon
as possible. The Bank will endeavour to correct the error promptly and adjust any interest or

charges arising out of the error, if the same is not beyond the Bank’s control.

8. AT T &l

8.1. gexc ofdhi o H1egw § a1 fordlt 3= FreM SR—sade - Hd a1 foriad T
ERI—aF B! UA/USH B 718 JaT B Ygdl P A8 STANTH ! Tad TR g/,
SUANT ! gRT USH 1 T3 Iequl JaT & SR 307 fet i alum & o & o1
GIR@ WHR 5l ST, (G STANTDHAT DI §Pb Bl UGH B T a1 & fodl Ffe B
Jce §l, o 98 JURNH 3F B! Yhad HEN/HN | 96 g ot Wya g, 39 Je Bl
GURA BT T B |

8 . 2 Tfe SUANTH ! Fexc ST & HIeH I I IUd TS 7Ts Jd o H&fd SIbRY
o 71 e offdT darsif & IuART & SR el Ffe & e Hray/axdl g, ol 98
TS S Y Gird HT/B | afe e S & Fazur A A A€ R, df §b e 4
39 I B GURA 3R e & BRI I bt ot saret a1 Yo B FHRAIIT B BT
TR BT |

9. Liability of the User and the Bank

9.1. The User is only responsible for any loss that may be caused to the User from an
unauthorised transactions occurring through the use of Internet Banking if he/she has breached
the terms & conditions or contributed or caused the loss by negligent actions such as the
following:

9.1.1. Keeping a written or electronic record of Internet Banking password (s)

9.1.2. Disclosing or failing to take all reasonable steps to prevent disclosure of the Internet
Banking user-id or password (s) to anyone including the Bank staff and/ or failing to advise the
Bank of such disclosure within reasonable time.

9.1.3. Not advising the Bank in a reasonable time about unauthorised access to or erroneous

transactions in the Internet Banking Accounts.
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9.2. The Bank shall not be liable for any unauthorised transactions occurring through the use of

Internet Banking, which can be attributed to the fraudulent or negligent conduct of the User.

9.3. The Bank shall in no circumstances be held liable to the User if Internet Banking access is
not available in the desired manner for reasons including but not limited to natural calamity,
floods, fire and other natural disasters, legal restraints, faults in the telecommunication network
or internet or network failure, software or hardware error or any other reason beyond the control
of the Bank.

9.4. The Bank shall not be liable for any loss or damage that may occur due to compromise of
the account or Internet login id and password(s) of the User by any persons, which fits the
definitions of a 'Cyber Related Crime' as accepted internationally.

9.5. Under no circumstances, the Bank shall be liable for any damages whatsoever whether such
damages are direct, indirect, incidental, consequential and irrespective of whether any claim is
based on loss of revenue, investment, production, goodwill, profit, interruption of business or
any other loss of any character or nature whatsoever and whether sustained by the User or any
other person.

9.6. The grant of Internet Banking to the User is non-transferable under any circumstances and

shall be used only by the User exclusively.

9 . SUARThAT Ud S sht 2FaT

9.1. Zex-c ST & IJUTNT o H1eH ¥ g aral farat off Sfgrd Ae & SuaiTeadl
®I BH arell 817 & AN Paa STNTedl g STRer! gRm/aRTt, afe 394 ey ud
T T Ieera fhaT 81 3udT FFIREd YR &1 ARARIU SRAsal gRT g+ &
grTeM foan 81 a1 g1+ Id &1 8-

9.1.1. 3c¥c SfHT UNds (UNds)HI [IRad a1 Saae e Rals RI&d T |
9.1.2. Zxc dfhT ToR-3HES! T UGS & U R0l Hi A g It gfaawina

U 7 HRAT T IHBT YT IhRuT DRl |

9.1.3. & o HHAMA! Ffed fordt +ft afad P Fexe dfdhTT goR- R Sl/uNIas &1
e IahRUT HRAT SR/AT T UheIhR0T & YT FfaawiTd Trg & Uik §& &1 7 &7

9.1.4. Zexc ofdh ¥ 3Ffgpa uga a1 Feyuf aHe & ey & gfaaena IHg &
HiaR d% &1 e 7 &7
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9.2. $exic o1& I & A1 U g Tl fopeht +ff sAfipa dFea & faw, afg
98 SUINTEHl & HYCYUl I ATIRATE YUl TERUl & HRUT 31 81, o db bt +ft TpR
Y IRar 78l g1

9.3. Ife Fexe dfdhT d% Ugd difed did ¥ SUas 7 81, < UIdfded 3MUal, 91,
ST 37AT 3 UIH I UGN, BT WideY, GRUdR Hedd J g, $ex-c a1 Hedd
fawmear, Aitedar a1 STSatR S 3ial §% & a0 § S1eR fhelt o SR uflgd
(R =1 I S e, ot off afkfRufa & de SuaivTeal & Ufd SaRar Tal 81|

9.4 . oo+t afaa GRT SUINTH AT & @A T §e3-e All-3 3Mss! ¥d URIds (Uras))
T Ul (GHIARS) fHT oM & SR g aral fet ot g1fF a1 efd & forg @
SRR 5! I, AfE T P SIRIPY TR W Wipd TgeR Haell SORTe Bl
GRS & 3icRid ST g |

9.5. fodl it oftfufa & do fhalt +f R @ eifd & fow SRR 7Y 8, =g a8
U&, U, MRS Y] TRUTHT 8l iR IIg Bl gaT JeRd, Ao,
JATC, GegTaT, TH, STagd H Sag Y a7 foplt 310 UhR b1 fpat +ft g1f o 3nenmia
g, 3R 918 Tt g1 STt di a1 fpa) 3 Hfdd gRT 984 &1 7S ol |

9.6. ITANHAl B! UGH B s gec sih T Jraer feet +f aRfRufa & seaioroia
T8Y g1ft 3R SHRT ITANT Had STUNTHAT gRT & fabam S|

10. Indemnity

10.1. The User indemnifies and hold the Bank harmless against all actions, claims, demands,
proceedings, losses, damages, costs, charges and expenses whatsoever which the Bank may at
any time incur, sustain, suffer or be put to as a consequence of or by reason arising out of
providing Internet Banking facility or by reason of the Bank in good faith taking or refusing to

take or omitting to take action of any instruction given by the User.

10. YR (Indemnity)

10.1. SUANTHdl s B fHdt ot UeR ot 9t eRarsal, gral, 7T, sriarfzar,
ST, erfara, AT, Yo SR ot ), o 3 I faddt ot THg 989 HRA US Tahd ©
3T St e Sfdh T gayr veM frt M & uRueRaR=y a1 IuaRTeHdl gRT fau U
fopat fAERT OR TagraT H HRATs B3, 9 B 1 HRA I SHR B & HRU ST g,
&fagfd T BT SR d B frt ot a1 & gad |
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11. Disclaimer of Warranties

11.1. The User expressly agrees to use of the website and or Internet Banking is at his/her sole

risk and responsibility which is provided on an "as is' and "as available" basis.

11.2. The Bank does not warrant that access to the website and or Internet Banking shall be
uninterrupted, timely, secure or error free nor does it make any warranty as to the results that

may be obtained from the website or use, accuracy or reliability of Internet Banking.

11.3. The Bank will not be liable for any virus/spam/phishing etc. that may enter the User's
system as a result of the User using Internet Banking. Bank does not guarantee to the User or

any other third party that Internet Banking would be virus/spam etc free.

11. LT AEHT

11.1. IUANHdl WY U T JgHd gidl/sldl o fb dadrse 3R/3iyal exe dfhi
1 ITANT Yufa: IqFH/ITH! W B SRGH W 1T, T§ T "okt §"(as  is) 3R
"wwg"(as available)%éﬂwq?ma’ﬁwgl

11.2. d% U Pls aRCT 18] odl [0 dauTSe 3R/3HYdT FeIC dfchT] ddh Ugd (FRaR,,
TEG, QRI& st Fffed gf; A €t I dsarge § a1 SexAe S & w9
T 81 aTdt IR0, SiudT $exe SfdeT &1 gl 3T faya-iad & &y § ®is are!
g

11.3. Scxc Sfhi & IuGnT & URUTHEERY SUANTH] &1 YOl & YA & ard
fopaft +ft aroR 20w,/ AR 3nfe & fofu oo SRR 78t 81| S IuTNThar AT forat
3 T &l I T8 MRS e &l T Fexe ST, araRy/ 0y qad gl |

12. Disclosure of Personal Information

12.1. The User agrees that the Bank or IDBI Group Companies or affiliates or authorized agents
or service provider may hold and process his/her/its personal information on computer or
otherwise in connection with Internet Banking services as well as for statistical analysis and
credit scoring. The User also agrees that the Bank may disclose, in strict confidence, to other
institutions, such personal information as may be reasonably necessary for reasons inclusive of,

but not limited to, the following:
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1. For participation in any telecommunication or electronic clearing network
ii. In compliance with a legal directive
iii. For credit rating by recognised credit scoring agencies

iv. For fraud prevention purposes

12. SARWTG GIAT AT TR

12.1. SUANTGAl GeHd BIdI/BI ¢ fob b T S aaiTs THg ! Hu-al a1 I
TEART SHIIAT AT HfIHd Tole/Aal FeldT, Sex-e i Jareft & Ty & R
i fazau SR wise WINT & I ¥, $YR W A7 3 fhddt Areqw
ISP 1/3T fediTd faavur oF FerRd Ud I R Tobd . STUNTH a8 i Tgdd
gia/E & 5 3 g Mu-iadr & 3faid, 30 TRIFT oF, T8l goaeid 0 I
IS gl, AEfied SRl fed (U 361 dob HIAd =7gl) , THt AT S-bRI

BT UHC DI R Tl o

i. T ot QEAR a1 Selaei e FNafeT Acad § GgHIfiar 8
ii. fobell fafdiep Fd=T o1 SrguTe o3 8q

iii. HIIA T shise Wi TSRl gRT shfse T o ferg

iv. URETYS! DI ABYMH & 39 I

13. Bank's lien

13.1. The Bank shall have the right of set-off and lien, irrespective of any other lien or charge,

present as well as future on the deposits held in the User's primary account and/ or; secondary
account(s) or in any other account, whether in single name or joint name(s), to the extent of all
outstanding dues, whatsoever, arising as a result of the Internet Banking service extended to and/

or used by the User.

13. % FT IZEFR (Lien)

13.1. % DI FHRSH R TUMRIGR HT SIRGR g, forddt ff 3= TgonfieR
YR & STa9g, Sl SUANTHd! & WUl @ra iR/3iudr fgdiad Wrd/ardl & ot fadt
3= @I H—dTg 98 Thd A8 | 81 A1 Tgad AT H—aaHT 37ar Hiaey & S At
IR ALY, dTfeh Sec ST TaT UM foht S SiR/A1 SUTRTEHdl gRT 3T JUURT
I fordft 1t UPR & TH™T g1 <af B Il o off 9o |
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14. Proprietary Rights

14.1. The User acknowledges that the software underlying the Internet Banking service as well
as other internet related software, which are required for accessing Internet Banking, are the
property of the respective vendors. The permission given by the Bank to access Internet Banking
will not construe, convey any proprietary or ownership rights in the related above software to the

User.

14.2. The User shall not attempt to modify, translate, disassemble, decompile or reverse engineer
the software underlying Internet Banking or create any derivative product based on the related

software.

14. 1A ATYFR (Proprietary Rights)

14.1. IUANTEHA! I8 WIHR HA/H § [ Fex-c SfdhiT IaT & SAMURY WoedaR
3R ZexAe dfdhT o Ugd & AT STaae 31 Sex-e-Haidd Altedur, Jefdd it
B Ui €, Sod It Gafdd fashral &) Gufy 8 | Sexe Sfh7 de uga Ue o

2 5% gRI < T Al F, Iufad Yefid WieddR # SUUNTH ! ! DIS Wit Il
HIfeTeRTT 3B R U el BN 3R = 81 VT his ATYBR 3fdf-ied AT S|

14.2. IUANTHA! Sex-C ST & STYRYT AIHCITR 1 I Hafid foradt of AiedaR
DI ARG B, 3IATG B, HT-HTT B (SH3Rq), S-HuRd &, Rad
SN B 37AT I g I (SRACd) IHUTE T BT TN a1 D/ |

15. Change of Terms and Conditions

15.1. The Bank has the absolute discretion to amend or supplement any of the terms &
conditions at any time and will endeavour to give prior notice of fifteen days for such changes
wherever feasible except for changes to interest rates and/ or other variations that are subject to
market changes. The Bank may introduce new services within Internet Banking from time to
time. The existence and availability of the new functions will be notified to the User as and
when they become available. The changed terms and conditions applicable to the new Internet
Banking services shall be communicated to the User. By using these new services, the User

agrees to be bound by the terms and conditions applicable thereof.
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15. fReu v aqt § aiadq
15.1. 9% P foodt off Ir fFraie ud =rdf # =ived a1 gy Sie- &1 quf fad@aiiiier
BT 3T ST W4 81, TY URac! &1 gd a1 15 T &1 3fafd o A1 ¢ o1 YA foar
SITQAT; QAT STt &Rt o ufiac SiR/AT SR URadHl & $1ef 3= uRad-l & foe a8
TGS ! I | dh THI-THT WR e SfhT & fifd T3 Jarg 1 TRH R qhdl &,
T3 gfaersit & Sifidd Td SuasIdT &1 Ja-1 STARTEHd! Bl 3db I Bid gl ol ST,
TS ex-c S Yarel W AR uRafdd Feed Td 2d SUaiTedl & gied @1 oma. 39
T3 TAT37 BT FTART Iy, ITANTH AT 3 IR AN Fee U9 Il § 99 38+ & g Jgqd
BIcT/BId B |

16. Termination of Internet Banking service

16.1. The User may request for termination of the Internet Banking facility at any time by giving
a written notice of at least 15 days to the Bank. The User will remain responsible for any
transactions made on his Internet Banking Account(s) through Internet Banking prior to the time
of such cancellation of the Internet Banking service.

16.2. The Bank may withdraw the Internet Banking facility anytime provided the User is given
reasonable notice under the circumstances. If the Internet Banking service is withdrawn by the
Bank for a reason other than the breach of the terms and conditions by the User, the Bank's
liability shall be restricted to the return of the annual charges, if any, recovered from the User for
the period in question.

16.3. The Bank may suspend or terminate Internet Banking facilities without prior notice if the
User has breached these terms and conditions or the Bank learns of the death, bankruptcy or lack

of legal capacity of the User.

16. ITA< ST Aar it quT

16.1. IWINTHA! 8P DI HH I HH 15 il BT faRad Jarm gax foret off g Sexee
ST e Bt THIG BT SRIY B THdl/Adhd! 6. ST ST AdT i LT FHIG
 qd, Texe Sfdh1 & Arenm § IWARTEHAl & SekAe i WA/l § fhu
e & ol SuaNTaHdl STRE 941 XgT/Re |
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16.2. S GiaauiTd Fa-T oo foat off T Sexqe Sfdh gfaer 1 aru o Tl 6.
i Sexe i a1 STNTHdl gRT HaieH Td =l & Iceras o Sfaiad fordt o
HRUT Y §F GRT 109 o 91! &, A §b B oadl 39 3fafd & forg IuanTewd! I aqd
fopT 7T Ao Yo @l HIs TP AU I gt AT gf |

16.3. Tl IUUNTHAl 37 ey Ud Udl &I Iecad HRA/BT §, YA §b &l
TN 1 4o, fearferar= a1 fafties &l & 314T1d & SHGR] U 8icht &, 1 dab
f1 foreft qd a1 & Sexqe ofdh gfawr &I FHefad a1 gurd &R 961 g |

17. Notices

Notices under these terms and conditions may be given by the Bank and the User:

1. electronically to the mailbox of either party. Such notices will be regarded as being in writing.
i1. In writing by delivering them by hand or by sending them by post to the last address given by
the User and in the case of the Bank to corporate office address mentioned in the heading above
or any other address as informed by the Bank to the User for communication related to Internet
Banking.

iii. In addition, the Bank may also publish notices of general nature which are applicable to all
users of Internet Banking on its website. Such notices will have the same effect as a notice

served individually to each user or that of a notice published in a newspaper or print media.

17. gE4IQ
3 Aot 3R Tl & d8d d 3R STTNTHAT gRT g1 <l S Yabell &

i. SAaCid &0 ¥ fodt ot urdf & daaiay . Ui g@-mei &1 fafad 9 & 771 s

ii. forRad =u # 3 81U I fadRad B a1 ST gRT feu 11U Sifdw ud WR 316 gRI
Ao 3R dF b A # FWR M A Ifcafad HraRe Hiad & Ud WR 7 §b gRI
gfad fedt 3 Ud R AoiaR. FerAe s ¥ Tefdd TR & forg Sudiesdf |

iii. 3P SQTAT, dh T UHfd & Ay Ht UHIRIT B Thdl § Sl §e3-c SfpT &
Tt IuaTEdiell TR S JeHISe WR AR B ©. 39 R &I Ja1sH BT YHTd TAH
STl ! AfGTd U T faT MU Aifeq a1 gar=R gz a1 fiie Hifsar § uwiiRa Aifey
&b GHH BT |
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18. Governing law

18.1. These terms and conditions and/ or the operations in the accounts of the User maintained
by the Bank and/ or the use of the services provided through Internet Banking shall be governed
by the laws of the Republic of India. The User agrees to submit to the exclusive jurisdiction of
the courts located in Mumbai (India) as regards any claims or matters arising under these terms
and conditions. The Bank may, however, in its absolute discretion, commence any legal action or
proceedings arising out of the Terms for Internet Banking in any other court, tribunal or other

appropriate forum, and the User hereby consents to that jurisdiction.

18.2. The Bank accepts no liability whatsoever, direct or indirect, for non-compliance with the
laws of any country other than the Republic of India. The mere fact that the Internet Banking
service can be accessed through internet by the User in a country other than India shall not be
interpreted to imply that the laws of the said country govern these terms and conditions and/ or

the operations in the Internet Banking Accounts of the User and/ or the use of Internet Banking.

18. ARA BTA

18.1. T T 3R = SR/ d RT S T SYARTHAT & @Il § TRareH $iR/a1
ZexAcC ST & ATeaH Y UG &1 o arelt arsil &7 ST HRd TR & B! gRIT
IMRIT 81T, SUTNThdT 1 FaH! 3R di & ded S&d g aral [t off Grd a1 Amal &
ey H 4o (HRA) § fRua araredl & Ry iR &1 ukqd B & e ¥gad ©.
gIailep, §ob U qul fades <, fopdll oy ~araTery, =TTl A1 o Juga He H
gec T BT Xl A ITF B dTcH! PIg B PRATs AT HIAdTa! IR HR Tl &,
3R TNl TAEaRT 39 ISR &F BT TgHd Sl & |

18.2. 3 YR TURTSY & {ATAT fhil 3= =T & B! BT STATA 7 B3 P forg ggef
T 3T FU A s <l WIHR 8] Bl 8. A 9 T8 § [P se3e Sfdh1 Jar o)
HRd & 3QTal fhd 3 % H STANTGHdl gRT 3e3-¢ & HIeoH I TR fohar 51 Ihdr
g, SUPI 3 g -Tgl Il S b Iad o &b DI 8 |l SR al SR/
SUINTSH Al & Se-c SfH @ral H uRaa 3iR/Ar sexe sfd &1 Iuant &t ffa
AT |
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19. General

19.1. The clause headings in this agreement are only for convenience and do not affect the
meaning of the relative clause.

19.2. The User shall not assign this agreement to anybody else. The Bank may sub-contract and
employ agents to carry out any of its obligations under this contract. The Bank may sub contract
transfer or assign its rights and obligations under this contract to any other company to carry out
any of its obligations under this contract. However, the User shall not be entitled to transfer or

assign any of his/her rights and obligations hereunder.

19. Y

19.1. 39 JHG § TS e haa Yfaur & g § $iR Taiftrd T & o &t gunfad gt
HAT|

19.2. SUANTH ! 39 THIA P! fhdt 3R BT Tal AU, dF 9 ey & dgd 39 fart
1t I &1 R A & Y IU-3ae 3R Tolel ol Fgad o Il 3. & 39 ey
o dgd fobdl 3= Ul DI 39 SJaY b dgd (U fbdt i TRI@ DI G B & forw
SIS BEATARYT AT 30 HABRY SR A B! T G 8. BTD, SUANTDHAT 39D

dgd 30 T oft ifeR SiR SR &Y SidRd a1 3’18 B BT §PHcR T8l g |

20. Communication to customers:

All official banking communications will be sent exclusively to the mobile number and email

address registered with the Bank.

20. m?ﬁm
gyt eI SfhT TR Had I Hiesd FeR 3R 7T Ud TR Ul Sl off s |

Uolipd 1

21. Charge Details:

Service charges details are hosted at the home page of bank’s website (www.idbi.bank.in); under

“Service Charges” section. However; there is no charge to avail internet banking facility.

21. Yo fqarOr:

aT Yeb BT [ §F DI JGAZCE (www. idbi.bank.in) & 8F U9 TR “Service
Charges” IHFTH IUAS g1 AU, Texc SfchT Jfaer 1 A1 I3 8 Dis Yeb &4
T Bl
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22. Help Desk

Help desk details are hosted at the ‘Customer Care’ section of bank’s website (www.idbi.bank.in)

and updated time to time.

22. 559 S5
%Wé@ﬁﬁma@ﬁadﬂﬁd (www.idbi.bank.in) ® ‘Customer Care’

SIIUTT H IUT § TUT THI-THY TR A0l fhaT S B |

23. Grievance redressal

It is the Bank’s commitment to provide all the Customers with the best Customer service. However,
for any issues faced by the Customers, the Bank has facilitated various channels through which
Customer may lodge their complaint, such as branch, call Centre, letters, Email and digital forms
or any other available modes. The details of which are hosted at the bank’s website

(www.idbi.bank.in) & displayed at branches and updated time to time.

23. T fAarr:

g UTE ! ! Gaiad U AT UM B 9 B! Uldegdl gl Ui, afe arges! &t
ff TPR &1 TR BT AT HRATUS, dl §b - RIGTad o B /g Al qregw
JUAH PRU S, O UGT, Ppid Y, UF, A, fSiied U siyar 3 Iuasy
1Y | 39T fIaRUT S BT ITTISC (www . idbi .bank.in) W IUAH § dUT ARGT3A
7 yefRid fooar a1 8 SR IHg-gHg IR TdHIeRul fhar |ar g

24. Customer Awareness and Security Risks

While availing Retail Internet Banking services, customers acknowledge and accept that certain

inherent risks exist in electronic transactions. These include, but are not limited to:

24.1. Acknowledgement of Risks
1.1 The Customer acknowledges that the use of Retail Internet Banking services involves certain
inherent risks associated with electronic transactions. These risks include, but are not limited to:

(a) Phishing, spoofing, or fraudulent attempts to obtain sensitive information;

(b) Malware, viruses, or other malicious software compromising device or data security;
(c) Use of unsecured or public networks leading to interception of confidential information;
(d) Unauthorized access;

(e) Accessing fake or cloned websites or applications;
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24.2. Customer Responsibilities
2.1 The Customer agrees to adopt all reasonable security measures, including but not limited to:
(a) Accessing Retail Internet Banking only through the Bank’s official website or authorized

applications;

(b) Creating strong, unique passwords and enabling multi-factor authentication wherever available;
(c) Keeping operating systems, browsers, and security software updated with the latest patches;
(d) Avoiding transactions over public or unsecured Wi-Fi networks;

(e) Never disclosing login credentials, passwords, OTPs, or other sensitive information to any
person, including Bank representatives;

(f) Regularly monitoring account activity and promptly reporting any suspicious transactions;

(g) Immediately notifying the Bank in case of suspected fraud, phishing attempts, or device
compromise.

24.3. Limitation of Liability
The Bank shall not be liable for any loss, damage, or unauthorized transactions arising from the
Customer’s failure to comply with the security obligations stated herein or from risks inherent in

electronic transactions.

24.1 St it EiHi:
1.1 UTE® I8 WIHR BT § [ Red §ex-c o Harshi & SUANT & o< ad-o
U s Po sidf-ied shiew affifed gid &1 3 sifed! § Fafafad wfie ¢, fog 331 a

e T8 &

(a) ORI, TgfthT a1 Hag-=id STH&R! U &R+ & it 4RATUSIg0) T & 9ohd & ;
(b) HTAAER, ARRY T 3 IMBRD JitedeR il fSa1sd a1 Sa1 YR& &I guIfdd HR
SERES

(c) SRIIET T ATGSI-d Aead BT SUTANT el Hl, oY MU STHeR! IRl gF &1
ifReH gl;

(d) &Hfﬁ%mﬁaﬁ

(e) TDHdll IT FAM B 5 daIZCl YT SIFART HT IUINT gt Hl |

24.2 T2 it IRt

2.1 YIS U8 JeHld < Y1 ¢ b a8 gt Sfera JRef Surg sr=ma, e fRafafad

(a) RRCd gexnie SfdhT &1 UGN Had dd &1 SMABIRG deadrse a1 IHd ST &
meEH ¥ B

(b) HSIEd Ud fafRTy Uras 91 94T S8l SUas 81, 9§-Xd<Id THTNGRU] G&H Bl
(c) SHTIRFT ReH, STITR Ud YR&M AR &I AddH Ud & I1Y e I ;

(d) el AT SRRIET q15-WBTs "cdd W d9-¢4 9 §d7;

(e) MM heREAd, Urds, NS a1 3= HaeTia SHeR! faet i afad &1, Tgr
de o da ufafAfeal &1 off, it 781 S,
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24.3 TR i HH:

do fpaft off 717, Jopar a1 FMfied A9-37 & fie IRer! T8t 81, S UTe s gRI Tgt
SfcaRad TReM i@l 1 UTa = HA 3dT FAde e oH-a B ffgd Sfeml & SR
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25. Online security measures to be taken by a Customer
25.1. How to secure the computer terminal?

i. Protecting Your Computer

a) Always lock the computer using a password to prevent unauthorised individuals from
accessing any information.

b) Always ensure that the operating system and browser software are updated with the latest
security patches.

c¢) Disabled File & Print sharing options while online. (i.e. if linked to the Internet via any
broadband connection, digital subscriber lines or cable modems)

d) Take regular backups of critical data.

e) Use encryption technology to protect highly sensitive data.

ii. Anti-Virus Protection - Computer viruses can seriously affect computer's performance. The
following measures are recommended to minimize the likelihood of the computer getting infected.
a) Configure anti-virus software to automatically update the virus definitions regularly and to
notify when new updates are available.

b) Perform a complete scan of computer at least once a week.

c¢) Configure the anti-virus software to scan all in-coming and out-going E-mails.

iii. Anti-Spyware Protection

a) Use Anti-Spyware software to do a full system scan to detect any ad/Spyware on a regular basis.
b) Anti-Spyware software offers protection against spying or Trojan horse programs. Ad/Spyware
scanner software is recommended to protect against spying software.

c¢) Update the software regularly.

iv. Activate pop-up blocker
Block all pop-up windows from occurring while you are online.
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v. Browser Setting

a) Clear browser's cache and history after each session so that the account information is removed,
especially while using a shared computer.

b) Use an Internet browser that supports 128-bit encryption.

c) In Internet Explorer, configure the browser not to remember passwords (Disable
AutoComplete).

vi. Auto complete (Remember password facility)

a) Turn off the 'Auto Complete' function on browser to prevent the browser from remembering
Passwords.

How to disable 'Auto Complete'?

1. Open Internet explorer

2. From the tool bar, click on Tools -> Internet options -> Content

3. Click on Settings under Auto complete

4. Uncheck — 'User names and passwords on forms'

5. Click on 'OK'

vii. Personal Firewall

a) Firewall can be a hardware device, a software application or a combination of the two.

b) Firewall prevents malicious attacks and blocks certain type of data from entering the computer
or private network.

¢) They can also be set up to alert if anyone tries to access the system.

d) Install a personal firewall and the latest anti-virus software to help prevent unauthorized access
to the computer.

e) Be sure to update the anti-virus and firewall products with security patches or newer versions
on a regular basis.

25. UTEH I 0 ST a1t A= g2 SII
25.1. B THAA P Bl JRI&r fobar S

i . 3T HER D & BT

®) 3FRIGd Afaadl & fre Ht TAHRT d® Ugad ¥ - & Y gHRN UrIds Bl
ST FXP HHCR Bl AlD DY |

9) SO T8 AT B 3 ATRIET Rew 3R TSR IltedaR & FdiHay JRafm o4
& Iy 3feyfad fooar T 8|

) TS T8 gU 3H&H Brsd 3R fiie Aafe fdsey | (3rufd afe fedh sisss sewr,
fSfice TeawhIseRr ATsH! a1 had AISH & HIHH ¥ 3¢ ¥ ST §3N ©)

H) Heaqul ST &1 fFufid S%sg o
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) AP HdGARNd Sl Dl & & ol TP RM dab-id &1 ITART &Y |
i . T-araR gRaM
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SR AitedaR § S & T TS/ Wh-1R ATeatr & RIGIND &1 S g |
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W) T Se3c FISvR BT TN B Sl 128-f9e Tpme w1 grda Harg |
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)|

vi. 3iTel PIAIC (TGS g1 ¥@- &I Jfaem
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25.2. How to select a secure Password?

a) Choose unique passwords that include letters and numbers.

b) Use longer passwords that have six or more characters and mix letters, numbers and special
characters [such as, !, @, #, $, %, , &,* (, )] as they are much more difficult to figure out than
shorter, more straightforward passwords.

¢) Avoid choosing passwords that are obvious, such as names of family members or pets,

nicknames, birthdays, and telephone numbers that might be easy for others to figure out.

d) Avoid passwords that contain part of customer ID or account number.

e) Avoid passwords that are real words. Use cryptic words as passwords.

f) Avoid using the same password as the one that you use to login to your PC or access your email
account.

g) Avoid using the same password for multiple applications or Internet services. In case you have
more than one Internet Banking User ID, use a different password for each of your Internet
Banking User IDs.

h) Never respond to any emails asking to confirm your password.

1) Never share passwords with anybody, including family members.

j) Don't store your passwords near your computer or on your desk where others might easily find
them.

k) While accessing any website (including idbibank.in) from cyber cafe, any shared computer or
from a computer other than own, change the passwords later from secure PC (workplace/personal).
It is very important to do so especially when the transaction password is entered from such shared
computer or cyber cafe computer.
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25.3. Precautions while using Internet Banking
a) Always type the address of the website in the address bar of the browser or access it from the

stored list of favorites.

b) Avoid logging into Internet Banking at Internet Cafes, Libraries, and other public sites to avoid
the risk of information being copied and re-entered after you leave.

c) Always keep the Login and Transaction passwords confidential.

d) Always check for the Last Login Time.

e) Limit the use of physical statements - email statements are easier to manage than paper
statements and are instantly retrievable. The fewer personal documents sent through the post, the
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less chance there is for possible fraud.

f) Always review account statements carefully. The Mini Statement and Detailed Statement
options available on Internet Banking will help to review the bank account statements thoroughly.
g) Sign up for SMS and e-mail Alerts.

h) Never enter sensitive data (such as user id, login password, transaction password and any other
account related information) in any online form accessed via a link.

1) Login Frequently to Internet Banking. This not only helps to keep a track of accounts online but
also enables customer to notice and stop any fraudulent activity quickly.

j) Disable the 'AutoComplete' function within the browser.

k) When corresponding with the bank, try to use the secure mailbox on Internet Banking as much
as possible.

1) Never leave the Internet Banking session unattended.

m) Always remember to Log-off Internet Banking and close the browser when finished with online
banking.

n) Avoid using shared computers when accessing Internet Banking.

25.3. $e3c SfhT BT SUURT B THT g~

@) GHRI ITUZE HT UdT STSOR P TSH IR T 218U B I 3 TSiel &1 SUed Tt 9
TE &Y |
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o T B |
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25.4. How to ensure safety while Shopping Online?

a) Always authenticate shopping website address.

b) Confirm that website is a secure one: Make sure any Internet purchase activity you engage in
is secured with encryption to protect your account information. Look for "secure transaction"
symbols or ' https'.

c) Always type the website address or bookmark the websites that is used frequently.

d) Never enter, confirm or update any account related details on a pop-up window.
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25.5. Safe Internet Banking (Do’s & Don’ts)

Please note the following points that will help a user of Internet banking protect themselves while
using Internet Banking:

Do's

Always keep the passwords as top secret and change them regularly.

Use the Virtual Key pad.

Always ensure that the computer is updated with the latest anti-virus patch.

Install a personal firewall to help prevent unauthorized access to home computer.

Always check whether the website being visited is secure.

Always look for the padlock symbol on the bottom bar of the browser or on top next to the URL
(depending on the browser setting) to ensure that the site is running in secure mode.

Always disable the "Auto Complete" function on the browser to prevent the browser from
remembering Passwords. Always logout to terminate the session, instead of closing the browser
directly.

Always type the address of the bank website in the address bar of the browser or access it from
a stored list of favorites. Do not access the bank website through a link in an email or through
another website.

Using special characters like # $ @ etc. in the password is highly recommended.

Always clear cache the browser cache after using Internet Banking.

Login to Internet Banking regularly to monitor your account transactions.

Always lock the computer when not in use

Don'ts

Never respond to emails that request personal information.

Never use cyber cafes to access the Internet Banking accounts.

Never let anyone know your PINs or passwords, do not write them down or share it with anyone
including your close relatives / friends.

Never use the same password for all your online accounts.

Never reply to spam emails, even if purportedly sent by the Bank.

Never download programs from unknown sources.
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